
 

 

Assuming... 

A function app is set up 

Go to FunctionApp > Identity > System 

assigned = On 
Now your FunctionApp is visible in the Key Vault for when you want to attach an Access 

Policy to the FunctionApp.  

 

  



 

 

Create a Key Vault 1 
1. Select appropriate subscription and resource group. 

2. Give the Key vault a name and select the appropriate settings for your use case. 

 

  



 

 

Create an Access Policy (create a Key 

Vault 2) 
1. We will use “Vault access policy” as a permission model for our specific use case. 

2. Create an Access Policy with “Get” and “List” for secret permissions.  

3. Assign the principal (in our case, the FunctionApp). It should pop up in the tab 

“Principal” now that we have turned the system assigned managed identity on.  

4. Create the Access Policy.  

 

 

  



 

 

Other settings & creating the secret 

(create a Key Vault 2) 
1. For our specific use case I will leave all other settings on the subsequent tabs as 

default. Your requirements may vary.  

2. Create a secret in the Key Vault.  

 

  



Linking to Key Vault Secret in 

FunctionApp environment variables 

(Application settings) 
Refer to the secret in one of two ways 

1. With this method it takes some time before changes in the secret are synchronised in 

Azure Functions.  

 

2. With this method changes in the secret are recognized immediately.  

 

 

 



 

 

Retrieving the secret in your script 

through the set environment variable 
You can retrieve the values in this environment variable (named ‘accounts’ in this specific 

case) by using the Python code below: 

os.environ.get('accounts') 
 

 


