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Set up  

Power BI REST API 

Tutorial 
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Go to app registrations in Azure 

Create a new app 
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Go to Certificates and secrets 

Click on New client secret 
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Copy the value of the secret right after creation 

Save it somewhere safe 
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Copy the Application (client) ID 

Copy the Directory (tenant) ID 
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Go to Microsoft Entra ID 
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Create a new security group 

 

Add the app that you created earlier to the 

newly minted security group as a member 
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Generate a Bearer Token 

With Postman it can be done like this: 

Enter the Application (client) ID as a collection-

level variable 

Enter the Directory (tenant) ID as a collection 

level variable 

Enter the secret as a collection level variable 
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Do a POST API call using the following URL: 

https://login.microsoftonline.com/{{tenant_id}}

/oauth2/v2.0/token  

Do not enter any params and use no 

authorization 

Use the following Headers 

 

Use the following body 

 

  

https://login.microsoftonline.com/%7b%7btenant_id%7d%7d/oauth2/v2.0/token
https://login.microsoftonline.com/%7b%7btenant_id%7d%7d/oauth2/v2.0/token
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The response will be your Bearer Token that you 

set as a variable at the collection level, just like 

e.g. the Application (client) ID 
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Go to the Power BI Service and click on the admin portal 

Add the security group that you created in Azure Entra ID in 

order to ensure that the app that you registered can use 

service principals instead of credentials to authenticate to 

Fabric APIs 

 
Now you can access the non-admin Power BI REST API endpoints like 

https://api.powerbi.com/v1.0/myorg/groups  

  

https://api.powerbi.com/v1.0/myorg/groups
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In order to also be able to access the admin Power BI REST API 

endpoints like 

https://api.powerbi.com/v1.0/myorg/admin/groups?$top=100  

You will need to allow the app to use a service principal instead of 

user credentials in order to authenticate. This can be done by 

enabling the setting below.  

 

  

https://api.powerbi.com/v1.0/myorg/admin/groups?$top=100
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Now you can start doing API calls by getting the 

groups (workspaces) for example 

Set the authentication for these API calls to 

Bearer Token and use your recently acquired 

Bearer Token 

https://api.powerbi.com/v1.0/myorg/admin/gr

oups?$top=100  

https://api.powerbi.com/v1.0/myorg/admin/groups?$top=100
https://api.powerbi.com/v1.0/myorg/admin/groups?$top=100

