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Get all Active Directory users in 

your organization  
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Go to app registrations in Azure 

Create a new app 
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Go to tab “Manage” 

Go to subtab “API permissions” 

Click on “Add a permission” 

Click on “Microsoft Graph” 

Add the Application permission “User.Read.All” 
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Grant admin consent  
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Go to Certificates and secrets 

Click on New client secret 
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Copy the value of the secret right after creation 

Save it somewhere safe 
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Copy the Application (client) ID 

Copy the Directory (tenant) ID 
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For testing purposes create auth.py and create the following 

variables with the values that you copied earlier 

Save auth.py in the same folder where the “API call” script 

(defined later in this document) is saved 

 

tenant_id = "your tenant id" 

client_id = "your client id" 

client_secret = "your client secret" 

 

Note: this is not a safe way to save authentication data so be 

sure to use a service that is designed to save this type of data 

like Azure Key Vault or AWS Key Management Service 
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Use the script below to pick up the AD users 

(script below is not an image and can be copied) 

import requests 

import json 

import auth 

 

# Get an access token from Microsoft Identity platform 

tenant_id = auth.tenant_id 

client_id = auth.client_id 

client_secret = auth.client_secret 

authority_url = f"https://login.microsoftonline.com/{tenant_id}/oauth2/v2.0/token" 

 

body = { 

    "grant_type": "client_credentials", 

    "client_id": client_id, 

    "client_secret": client_secret, 

    "scope": "https://graph.microsoft.com/.default", 

} 

 

token_response = requests.post(authority_url, data=body) 

token = token_response.json().get('access_token') 

 

# Use the token to make an API request 

headers = { 

    "Authorization": f"Bearer {token}", 

    "Content-Type": "application/json" 

} 

 

# API call to get all users 

url = "https://graph.microsoft.com/v1.0/users" 

response = requests.get(url, headers=headers) 

 

# Print the result 

users = response.json() 

print(json.dumps(users, indent=4)) 

 

 

 

 


